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CMS = Contents Management System
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1) Source: https://www.bsi.bund.de/DE/Publikationen/Studien/CMS/Studie CMS .htmil
BSl is Germany's federal office for information security
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82% of Web applications have vulnerabilities?
75% of all Internet attacks target applications?

1 White Hat - statistic for initial examination; 2 Gartner Research

Web Apps
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uthentication Result
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Headers
HostNames
Lookup Data Set Search

rofiled Referer Host

rotocols

roxy IP Addresses o
eferer (Headers)
eferer URL (Headers)

Request Content Type (Headers}
Request Cookie Names

LU IRIXSS L Request Cookies
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 Data Set: Attribute Lookup Ry ’f/;ﬁ ﬁ Ssn:iﬁve Dictionary Search
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The average organizational cost of a data breach
increased to $7.2 million and cost companies an

average of $214 per compromised record.
(Ponemon Institute, 2010 Annual Study Cost of a Data Breach)
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{0p x:Object i isQL
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EL ' . . 2 root i SELECT Counl(*) AS EXIT_VECTOR FROM Users AS U WHERE U UserD=3 . Fase
2 —_ = SELECT Firstams FROM Users WHERE UserD =3 False
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Last 2 Mentns ~ Custam | Application Users - Number of Databases
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) \\

ysavoran 2

Aaditional Fitter: Agokoalion User i 6ot smety
14 4 1> Ml Showing rmeords 1.7 out of 3 syasadie §

Yece2d16 88

« Senstive Duery Overview
» Query Records
= Oatn Modifications Anglysis

il

« Privieged Query Overview
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* Stored Procedure Changes
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Actions: None
° ~ Policy: SQL Profie Policy
= jJX’}'.L\/l\U“/— . e
Event 1592526504162882499: ized Source A Aloie]
Match Criteria . !
Action: Block - Severity: v .: affle Poficy
Foliowed Action: Repert - Enabled: Jorized Source iy pp (s viov3) by admin
Alert Name: Custom Violation 11.168.1.210
Match Criteria o ‘\ ‘_ R R . ;dmin.Source A ion: sqiplus@superveds-app {ins v1-¢3)
[E'% Database User Names :
{J]  watch Events with Unknow/n User (Hashed or Connected}
Operations: Exclude all v i
| ¥ owias1
1| [mviees | Application ,
§ ?I.Ora1ng ?Defaur Qracle Appfication :
| os
User Defined: User DB Application . yser | 95 Host
- é H Y sqiplis@superveda-app root | superveda-app

‘admin : (ins v1-v3}

% Destination Tables™
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tables
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10/8212007 VEDA-DB 192.168.0. 192.166.0. 192.166.0F bugsb vada_app {veda_db N/AYvedpd SELECT * FROM  /supervedalordardef|
07:21:41 4 13 83 _db,NIA) Orders WHERE ails.asp
Orders.OrderiD =
65
10/33/2007 VEDA-DB 192.166.0. 192.168.0. 192.168.0] pugsh veda_app {veda_db N/A)(vedp§SELECT *FROM  /supervedalorderdet|
12:48:25 14 13 83 _db Ny Orders WHERE ails.asp
Qrders.CrderiD =
67
10/33/2007 VEDA-DB 182.165.0. 192.168.0. 192.168.04 pugsh veda_app {veda_db N/A){vedpJ SELECT *FROM  /supervedalorderdet
12:48:33 14 13 83 _db,NJA) Orders WHERE ails.asp
Qrders.CrderlD =
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10/03/2007 VEDA-OB 192.168.0. 192.168.0. 192.1658.04 puasb veda_app {veda_db N/A)vedRISELECT * FROM  /supervedalordsrdet
12:46:29 14 13 83 _db,NiA) Orders WHERE ails.asp
Orders.OrderiD =
104
103312007 VEDA-DB 192.168.0. 192.168.0. 192.168.0§ puosh veda_app {veda_db,N/A}vedRSELECT * FROM  fsupervedalorderdet,
12:46:31 14 13 83 _db,NJA) Orders WHERE ails.asp
Orders.CrderiD =
I
10/03/2007 VEDA-DB 192.168.0. 192.168.0. 192.168.0§ pugsh veda_app {veda_db N/A}vedpISELECT *FROM  fsupervedalordsrded]
12:46:27 14 13 83 _db,MN/R) QOrgers WHERE ails.asp
Orders.OrderiD =
s 77
N — A Xy —
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27T HOEAREETQY

=1 {, 0

User Name . User Deparimentw . Operation . File g i Folder: i (Elas___siﬂcationv Hits Sumw : Destination 1P+ Time Group - 30 Minutes»

shingen ASs Read EEURF s WAZKISVEE R EES 3 192.168.1.203  June 14, 2011 8:30:00 AW

leyasu it Read 201N E BRHE dox WV2GASVHE  EXB 2 192.1€8.1.203 ' June 14, 2011 8:30:00 AM

shingen A H Permissions Change ' J&5& Rk xisx I WAKISVVE IR E BED 2 ...182188.1.203 June 14,2011 8:30:00 AM

ieyasu k] Modi 58 UAM xisx IWARKISVERRE BRD i1 192.168.1.203  June. 14, 2011 8:30:00 AM

ieyasu W Modify 2011F 5 ’E‘ﬁ%‘l‘@l.xlsxi\“{v‘ZKSSV\'g?ﬁEEﬁ EED i 192.168.1.203 June 14, 2011 8:30:00 AM

kenshin oAk Read S5 URM xisx WAWIKISWERRE BR3P 1 192.168.1.203 ' June 14, 2011 8:30:00 AN

shingen ~ ABB®  Medify  ESUIbxsx  WWKISVEREN EED 1 1821681203

ieyasu  IRW® Delets 20MER BEHE xax WOKISVEE RS ZEH i 192.168.1.203 .

ieyasu ZWE Read (201MEE B ERHE xisx WWZKISVEREN HED 1 192.168.1.203  June 14, 2011 8:30:00 AR

i Read BEUAxsx  WARKISVEZEY XD 1 182.168.1.203  June 14, 2011 8:30:00 Al
Modify " 2011%HE BEHE xiex WAKISVHE 2 EED 1 11921681203 June 14, 2011 8:30:00 A

ETDI7ANTIEADOE R
s THAF RV T7AIL
s BRI - HHAH - BEEFAH B -HIFR-ERE

A A= ILARE
s DTAND AT LDINIA—IVRACEELZEZ T A
s T —gi e N GSA TP DR ELERE
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TORRAEEDT O - 4L Tv9
1

File Access Breakdown By Data Type ==
EEHAROIFALTF-SERR

Most Active Use

{4 € 1 ¥ M Snowmng records 1-5 out 01 seasbls

iUser Hame « | Server Group

{uiyasy 243ay

:yoshiire 2k3ay

hideyoshi 2k3sv

nobunaga 2k3sv = S S S s S e s S

yoshimoto 238y L] 10

ysakurai 2038y PR 7
Event Date and Time = {Event 1] : ok 3 User HNamea ‘ Operation "l Eil
B User Name: hideyoshi {17} B
June 16, 2011 10:40:54 AM 8372121093724440550 hideyoshi Read  F PR . e v : ik
june 16, 2011 10:41:05 AM  8372121093724440581 hideyoshi Read L“F.EhZZﬁE‘F#‘-?@HEE?E“‘E docx \WZKSSWEEE‘F
June 16, 2011 10:41:06 AM 8372121083724440582 hideyoshi Modify FREZFE T FBIRZHE S docx W2KISVEEIETS
June 16, 2011 10:41:10 AN 8372121 093724440600 hideyoshi Read FREMEHIRTHER docx C PW2KIsSVEEIEE

Llune 16 2011 10: 41:10 AM B372121093724440601 hideyoshi :Modify #.EQZBEEUE&:?E%;?.GDCX WW2IK3SVEEIRTE
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RIMPERA
SECURESPHERFE

Event Date and Time UserName  Operation | Esider’

May 21, 2011 9:33:33 PM kenshin Read \\W2KSSV\‘:’ ﬁﬁ A ﬁi xt

May 21, 2011 9:33:36 PM kenshin Modify S A

May 21, 2011 9:33:36 PM Kkenshin Read Departments with Access to Largest Number of Files
May 21, 2011 9:41:50 PM kenshin Read

, 2011 8:41:53 PM kenshin Modify
. 2011 9:42:19 PM kenshin Create
. 2011 9:42:19 PM kenshin Modify

uu-ﬁ-——l#ﬁ-/'ﬁ"’u—-h
. RRSAVMAF DT STRELA—K
HBHER T OFMLA— L

FEHMIZHRAETA X AHE
« PDF or CSV
s Aa—)L(AR-BRIGE)

: L-a' FERZOBES - AFIER
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AN

TISATURET

JL—& — X series

2 (bridge)
4[THBERT]
17vay,
2 x 500GB 2x1TB 2x1TB
Hot Swap Hot Swap Hot-swap

B
| e

2)HSM & SSL Accelerator ISRIBHERIZI TEEEA

HBA = Host bus adaptor (77 /3\F v R ILT X T4)
LOM = Light on management(JE—rHERTOEvY)
HSM = Hardware Security Module (B S#EB 70t )
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FTLETJLIZHDD(RAID1) . PSU
(BiR) . AHRT7Uh2ELEINT .
HEESETILTYT

HBA/LOM
FA7ay

®
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RE7ITSAT7>2R -V series
—

Host PCE#

= hypervisor: VMWare ESX/ESXi 3.5k V‘Sfculrzsm;ere
Virtual Appliance

= 2’04z Dual Core Server Intel VTx or AMD-V forViture

« HDDZ&E: 250GB
= NIC: hypervisori¥ B R—bF 2RI T—V 13T —RH

REB7TS5AT7 A -GuestE{H

Model V100 V2500 V4500
2
Hard Disk Cwen

VM150

%
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